Compliance Overview
TM

Capabilities
Aria meets or exceeds standards for
security, compliance, and availability
for cloud-based monetization platforms
without compromising functionality.

Compliance
•
•
•
•
•
•

PCI DSS
HIPAA Certified
TRUSTe Certified Privacy Seal
ISAE 3402
SSAE 16 (SOC 1 Type II)
EU-U.S. Privacy Shield and
Swiss-U.S. Safe Harbor

Aria Enterprise-grade Security
Enterprise-grade cloud without compromise
Adopting a cloud-based billing SaaS platform should not compromise your enterprise-class
service. Aria meets or exceeds industry standards for security and data privacy, including PCI
DSS, TRUSTe, and the Health Insurance Portability and Accountability Act of 1996 (HIPAA).
Aria enterprise-grade security saves you the cost and resources it takes to meet these
stringent requirements.
Aria’s cloud-based billing software also provides 99.9% service availability, supports an unlimited
number of transactions, safeguards your customers’ data, and seamlessly connects with your
infrastructure and business applications (including ERP cloud services), to meet the demands of
your growing business.

• 99.9% service availability
• LiveReleaseTM downtime-free
upgrades and maintenance

Aria sits at the center of your operations, supporting your recurring revenue strategy every step
of the way—securely, reliably, and affordably. Aria is built using carrier-grade, industrial-strength
hardware and software for organizations that are serious about growing their recurring revenue
quarter after quarter.

Private Cloud Options

PCI compliant

Enterprise-grade Availability

• Single-tenant private suite
• Single-tenant public
• Multi-tenant public

Data Replication
• Integration with existing ERP allows
data replication across systems.

Secure by Design
• Ongoing third-party audits
• Continual downtime-free updates

Aria meets the stringent standards required for the latest Payment Card Industry Data Security
Standards compliance, version PCI DSS. Being PCI compliant ensures companies that appropriate
safeguards are in place to protect network security, firewall defense, and process and coding
controls so that critical customer credit and personal data remain uncompromised and
protected.
PCI DSS is the highest PCI standard, ensuring the use of the best protections available today. It is
assessed and governed by the PCI Security Standards Council, an independent third party
comprising the major credit brands. Aria maintains a dedicated team to ensure that the company
continuously upholds the highest security standards in the industry.

HIPAA compliant
HIPAA sets the requirements for protecting patient data for any organization managing protected
health information. According to the rigorous six-month third-party risk assessment and audit
process conducted by Trustwave, Aria Systems exceeded the levels of administrative, physical,
and technical safeguards and best practices needed to ensure HIPAA patient privacy and security
compliance.
HIPAA certification assures healthcare organizations that their monetization processes entrusted
to Aria maintain the highest standards of patient privacy and data protection. Aria’s enterprisegrade cloud services for healthcare enable the industry to monetize new opportunities, IoT
(Internet of Things) technologies and record digitization.
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TRUSTe Certified Privacy Seal
TRUSTe certification demonstrates that Aria has successfully fulfilled TRUSTe’s rigorous program requirements and provides the
highest level of protection to safeguard user privacy and personal information. Aria Systems has been TRUSTe certified since 2014.

EU-U.S. Privacy Shield Framework
Aria is among the first companies to receive this third-party validation indicating that the platform meets the rigorous qualifications for
the EU-U.S. Privacy Shield Framework. Compliance assures that Aria meets European Union (EU) data protection requirements for
personal data transferred from the EU to the U.S. in the course of doing business. The EU-U.S. Privacy Shield replaces EU-U.S. Safe
Harbor Framework.

Other security and privacy certifications
•

SOC 1 - Statement on Standards for Attestation Engagements Type II certification assures that data used in financial reports
meets stringent security, auditing and operational requirements. Aria maintains this certification to help your organization survive
audits unscathed.

•

ISAE 3402 - Aria maintains this assurance standard, which defines the standards an auditor must employ in order to assess the
contracted internal controls of a service organization.

Learn more at www.ariasystems.com

About Aria Systems
Aria Systems’ cloud-based monetization platform is the consensus analyst choice, top ranked by leading research firms. Innovative enterprises like
Adobe, Philips, and Zipcar depend on Aria to accelerate time to market and increase flexibility, enabling them to maximize customer value and grow
recurring revenue through subscription and usage-based offerings.
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For more information go to www.ariasystems.com
or contact Aria at info@ariasystems.com or 1-877-755-2370.
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